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[57] ABSTRACT 

A method of completiog a purchase utilizing a first network 
and a second network, the method being applicable for 
example lo a case in which the second network (which may 
be the public telephone system) is considered by knowl- 
edgeable people lo be more secure than the first netwodc 
(which may be the Internet). The method comprises the steps 
of (a) registering over the second network a customer's 
financial information in a central processing center, (b) 
ordering over the first network a good or service that the 
customer desires to purchase from a merchant; (c) supplying 
identifying information to the merchant penaining to the 
customer; (d) supplying information from the merchant to 
the processing center pertaining to (he purchase; (c) estab- 
lishing a contact between ihe customer and the processing 
center in which the customer is identified to the processing 
center and the customer expresses intent to complete the 
purchase; and (f) debiting an account of the customer and 
crediting an account of the merchant in order to complete the 
purchase. 
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SECURE PURCHASE TRANSACTION 
METHOD USING TELEPHONE NUMBER 

FIELD OF INVENTION 

The present invention relates to a method of conducting 
financial transactions over (he Internet, including the World- 
Wide Web. 

BACKGROUND OF THE INVENTION 

Increasingly, merchants are selling goods and services on 
the World-Wide Web (WWW), However, although the Web 
is ideal for browsing, online transactions are not secure over 
a public network. Even with the available encryption 
systems, customers are wary of transmitting their credit card 15 
numbers, since the credit card information will be passed 
from node to node and therefore will be subject to intercep- 
tion at multiple points. There is a need for transactions to be 
made more safely and conveniently using the Internet. 

20 

SUMMARY OF THE INVENTION 

The invention relates to a method for carrying out a 
commercial transaction using a public network in combina- 
tion with a secure dial-up network, such as the public ^ 
telephone system. IWo media are used in combination, 
namely the Internet, which is not considered by knowledge- 
able persons to be adequately secure, and the pubUc tele- 
phone system, which can be used with relatively greater 
security by the use of the CallerlD function, a PIN number, ^ 
and/or other identifying data. Unlike the Internet, the tele- 
phone system permits identification of the source of a call, 
is reliable and familiar, and permits access to technology 
such as automated voice response systems, 

A first advantage of the invention is that a third party, 35 
namely a transaction processing center, is utilized for the 
financial processing of the transaction, whereby all need for 
a merchant to have the customer's credit card information 
may be eltminatcd. 

According 10 a second advantage of the invention, if it is 40 
desired for a merchant to receive the credit card information, 
that information can be transmitted directly to the merchant 
from a central oflBce, over a single link, which is more secure 
than the information being transferred between multiple 
nodes over the Internet. 45 

Other features and advantages of the present invention 
will become apparent from the following description of 
several embodiments of the invention which refers to the 
accompanying drawings. 

50 

BRIEF DESCRIPTION OF THE DRAWINGS 

The single FIGURE is a schematic diagram illustrating 
the steps in a method according to several embodiments of 
the invention. 5^ 

DETAILED DESCRIPTION OF EMBODIMENTS 
OF THE INVENTION 

Three embodiments of the invention are disclosed herein. 
The disclosed embodiments have in common an initial 60 
registration step, in which a customer registers one or more 
credit-cards with a central office, which will be referred to 
herein as the processing center. The registration can be made 
over the telephone or by a written application, and therefore 
is secure. It includes a preferred shipping address such as the 6S 
customer's home. In the registration process, the processing 
center can verify the source of the registration information 
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by the use of the telephone system's CallerlD function. An 
alternate telephone number can be accepted if the customer 
is not calling from the number that is desired to be regis- 
tered. In that case, or if desired for any other reason, a human 
operator at the processing center can call back the registrant 
and/or request additional identification information before 
accepting the registration information. 

The registration information may include a name to be 
used for identification (not necessarily the name on the 
credit cards), credit card information, telephone number, 
shipping address, optional PIN, preferred approval method, 
self-imposed credit limit, e-mail address, alternate name 
used by the customer, statement mailing address, or credit- 
card preference list. 

When shopping, the customer browses for goods and 
services using a public network (the Internet or World-Wide 
Web). The FIGURE shows schematically the steps involved 
in a transaction according to a first embodiment of the 
invention. In step I, the customer selects the goods or 
services to be purchased from a merchant and identifies 
himself by providing registered name and telephone number 
to the merchant. The merchant generates a purchase number 
associated with the customer's selections. The customer 
optionally may give additional information such as an 
alternate shipping address, a method of credit approval, or 
an invoice expiration time different from that supplied by the 
merchant or by the processing center. 

In step 2, the merchant then delivers a purchase number 
together with a merchant number to the processing center, by 
E-mail, phone, or another means, for example on an invoice 
addressed to the processing center. The invoice may have a 
stated lifetime which may be supplied by the merchant or by 
the customer's information registered with the processing 
center. The invoice may include the buyer's registered name 
(not necessarily his real name), a telephone number, the 
merchant's name and identification number, a list of items 
being purchased together with the price of each, a total price, 
an expiration time, or optional attachments for the mer- 
chant's use. 

In step 3, to complete the sale, the customer accesses the 
processing center using a touch-tone phone or a modem. The 
customer is identified by the telephone system's CallerlD 
function plus a personal identification number (PIN) and/or 
other registered information for extra security. If the cus- 
tomer's telephone number on file with the processing center 
docs not match the telephone number detected by CallerlD, 
an operator will ask the customer for further identifying 
information. 

In step 4, upon recognizing the customer, the processing 
center lists all outstanding invoices and gives the customer 
the opportunity to make a selection and thereby express 
intent to complete the sale. The customer interacts with the 
pnDcessing center by some means, for example, using a 
telephone hand sci or a computer with a modem. The 
processing center logs the customer's selections and sends 
an E-mail message to the customer to confirm the invoices 
and payments that the customer has approved. When the 
mode of interaction is voice, a processing center represen- 
tative will handle the transaction through human conversa- 
tion. When the mode of interaction is through a voice 
response unit, the buyer will use the telephone keypad to 
respond to the choices presented by the system. The choices 
will allow the buyer to select the invoicc(s) to be paid or 
cancelled, and the credit card(s) to be used. When the mode 
of interaction is through a programmed computer using a 
modem, the decisions arc entered using the keyboard and/or 
mouse. 



6,08 

3 

Then, Id step 5, the processing center debits the custom- 
er's prercgistercd credit-card and credits the merchant over 
a standard private credit -card transaction system. The pro- 
cessing center also sends an acknowledgment of the accep- 
tance of the sale and of the credit to the merchant by phone. 
E-mail, or another means. 

A second embodiment differs from the first embodiment 
in thai in step 3, the processing center can itself initiate 
confirxnation of the sale by sending an E-mail message or 
placing a telephone call to the customer upon receipt of the 
sale information or invoice from the merchant. An advan- 
tage of this embodiment is that it more securely confirms the 
identity of the customer and the fact that the sale is autho- 
rized. It also reminds the customer that the sale is pending 
and encourages the customer to complete the sale. 

The customer can be given control over whether it is the 
customer or the processing center who makes the telephone 
or modem contact in step 3 to complete the sale. The party 
who will make the contact can be specified either on the 
processing center application, for all sales, or on the mer- 
chant's form for a given sale. 

In step 5, in a third embodiment of the invention, the 
processing center can deliver the customer's credit card 
information securely to the merchant upon receipt of the 
customer's approval of the sale. As an additional security 
precaution, the processing center can confirm to the cus- 
tomer by E-mail or another channel thai the customer's 
information has been sent to the merchant. An advantage of 
this embodiment is that the processing center is not required 
to have access to the conventional banking channels. 

Although the present invention has been described in 
relation to particular embodiments thereof, many other 
variations and modifications and other uses will become 
apparent to those skilled in the art. Therefore, the present 
invention is not limited by the specific disclosure herein. 

What is claimed is: 

1. A method of completing a purchase utilizing a first 
electronic network and a second electronic network; com- 
prising the steps of: 

(a) registering over the second electronic network a 
customer's financial information in a central processing 
center, 

(b) ordering over the first electronic network a good or 
service that the customer desires to purchase from a 
merchant; 

(c) supplying identifying information to the merchant 
pertaining lo the customer; 

(d) supplying information from the merchant to the pro- 
cessing center pertaining to the purchase; 

(c) establishing, over the second electronic network a 
contact between the customer and the processing center 
in which the customer is identified lo the processing 
center and the customer is enabled to express intent to 
complete the purchase; and 

(f) debiting an account of the customer and crediting an 
account of the merchant using electronic means in 
order to complete the purchase. 

2. A method as in claim 1, further comprising the step of 
the processing center verifying the source of the customer's 
financial iofonnation. 

3. A method as in claim 2, wherein the second network is 
the public telephone system, said identifying information of 
step (c) includes a telephone number, and the verifying step 
is carried out using the CallerlD system. 
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4. A method as in claim 3, wherein the financial infor- 
mation registered in the processing center includes an alter- 
nate telephone number and the verifying step is carried out 
by telephoning the alternate telephone number 
5 5. A method as in claim 3, wherein said information 
supplied in step (d) includes an invoice, and said identifying 
information pertaining to the customer in step (c) includes a 
predetermined invoice lifetime selected by the customer. 

6. A method as in claim 5, wherein said information 
suppUed in step (d) includes an invoice, and said infonnatioo 
pertaining to the purchase in step (d) includes a predeter- 
mined invoice lifetime selected by the merchant. 

7. A method as in claim 3, wherein said information 
supplied in step (d) includes an invoice, and said information 
pertaining to the purchase in step (d) includes a predeter- 

1^ mined invoice hfetime selected by the merchant. 

8. A method as in claim 3, wherein said step (e) is carried 
out over the second network and the customer is identified 
to the processing center using the CallerlD system. 

9. A method as in claim 3, further comprising the step of 
20 confirming to the customer and to the merchant over the first 

network that the purchase has been completed. 

10. A method as in claim 3, wherein said step (e) further 
comprises the step of the processing center displaying a 
plurality of orders that the customer has made and permit- 

25 ling the customer to select from among those orders. 

11. A method as in claim 3, wherein said step (f) includes 
the steps of the processing center supplying the customer's 
financial information over the second electronic network, 
and the merchani completing the purchase by electronically 

^ debiting an account of the customer and crediting an account 
of the merchani. 

12. A method as in claim 3, further comprising the step of 
the processing center confirming to the customer using said 
first electronic network that the financial information has 
been supplied to the merchant. 

13. A method as in claim 3, wherein said step (f) includes 
the step of ihe processing center completing the purchase 
electronically debiting an account of the customer and 
crediting an account of the merchant. 

^ 14. A method as in claim 3, wherein said step (e) is 
initiated by the customer. 

15. A method as in claim 3, wherein said step (e) is 
initialed by the processing center. 

16. A method of operation of a processing center for 
carrying out an electronic financial transaction utilizing a 
first electronic network and a second electronic network, 
comprising the steps of: 

receiving a customer's financial information in said pro- 
cessing center using the second electronic network; 
50 verifying the source of the customer's financial informa- 
tion; 

receiving intormalion in said processing center pertaining 
to a good or service selected over the first electronic 
network that the customer desires to purchase from a 
55 merchant; and 

establishing contact between the customer and the pro- 
cessing center by a telephone number in which the 
customer is identified to the processing center and the 
customer is enabled to express intent to complete the 
60 purchase. 

17. A method as in claim 16, wherein the second network 
is the public telephone system and the identifying step is 
carried out using the CallerlD system. 

18. A method as in claim 17, wherein the financial 
65 information registered in the processing center includes an 

alternate telephone number and the verifying step is carried 
out by telephoning the alternate telephone number. 
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19. A method as Id claim 17, wherein cootact is estab- 
lished over the second network and the customer is identi- 
fied to the processing center using the CallerlD system. 

20. A method as in claim 17, wherein establishing contact 
further comprises the step of the processing center display- 
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ing a plurality of orders that the customer has made and 
permitting the customer to select from among those orders 
by electronic means. 

* * * « « 



